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What is Enigma?
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How does Enigma work?
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How does an Enigma machine work?
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http://www.youtube.com/watch?v=q_YRI3bUlyM

Settings sheet
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Decrypt a message

GON XXLXYFONZIK
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Encrypt a message
If you encrypt...

BFR RASPBERRYPI

...you should get

GON XXLXYFONZIK
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Decrypt this message

GED

HYZFQOOVVBBKBWPDZLSL
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Uh oh...

You need to know the settings!
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Brute force attack
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?? rotors chosen
?? message key

sitI I I?IsitI I ITI?IsitI I III?
sitI I IV?IsitI I V?IsitI II I?
sitI II II?etc...
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Crib text

/HGZC YPK,

Probably the word K VRBAUX WGDV RCDZ.
“DEAR”

TNFCJRERUUCJJE,

Probably the WWBPLJ
“YOURS”
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Crib text

Crib text: WEATHER
Cipher text: VZTLMPU

VZTLMPUSLKTEXYWZWKXDOTT
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License

This workshop is based on a resource at

https://projects.raspberrypi.org/en/projects/octapi-brute-force-enigma

OctaPi: brute-force Enigma by GCHQ and the Raspberry Pi Foundation is licensed under a Creative

Commons Attribution 4.0 International Licence.

Code, scripts and images Crown Copyright

License: Apache 2
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